4/4/2014 APIs by Example: Profile Tokens

B print | close

APls by Example: Profile Tokens

SystemiNetwork
Sy stem iNEWS Staff
Thu, 04/29/2004 (All day)

In thisissue of APIs by Example, Carsten Flensburg demonstrates the Profile Token APIs.

Profile tokens are a way tochange a job sothat it runs with the authority of a different user profile. They are
similar tothe profile handle APIs, except profile tokens can be transferred from one job to another.

This functionality is useful when you're writing a server program that provides services toa network. When a
client program first connects toyour server program, you can ask that client for a user name and password.
You can use the user name & password to generate a profile token and send that profile token back to the client.

In future requests, the client can re-send you the profile token and you can set the server's authority tothat of
the profile token. This ensures that the server runs with the user'sauthority and lets you control the user's
access using the normal OS/400 security functions.

When a profile token is generated, you tell the system how long the token is good for —this "time-out" can be
from 1 to 3600 seconds. This time-out mechanism provides added security toyour system, preventing a would-
be attacker from saving and re-using a profile token.

The profile token APIs can also be used to generate a profile token from a previous profile token. You can use this
function as a method of "renewing" a profile's access to the sy stem without asking for the user name and
password again.

You can alsoinvalidate a profile token sothat it'snolonger valid. This allows profile tokens to be disabled
without waiting for the time-out period to elapse.

The difference between the Profile Token APIs and the older Profile Handle APIs is that profile handles can't be
transferred from job tojob, but profile tokens can. This added capability makes profile tokens much more
flexible than profile handles.

The following APIs are demonstrated in this article:

Get Profile Handle (Qsy GetProfileHandle)
http://publib.boulder.ibm.com /iseries/var2/ic2924 /info/apis/qsy getphe.htm

Set to Profile Handle (Qsy SetToProfileHandle)
http://publib.boulder.ibm.com /iseries/var2/ic2924/info/apis/QWTSETP.htm

Release Profile Handle (Qsy ReleaseProfileHandle)
http://publib.boulder.ibm.com /iseries/v5r2/ic2924 /info/apis/QSYRLSPH.htm

Generate Profile Token Extended (Qsy GenPr{fTknE)
http://publib.boulder.ibm.com /iseries/v5r2/ic2924 /info/apis/gsy genpte.htm

Set To Profile Token (Qsy SetToPrfTkn)
http://publib.boulder.ibm.com /iseries/var2/ic2924 /info/apis/gsy setpt.htm

Check Profile Token User (Qsy ChkPrfTknUser)
http://publib.boulder.ibm.com /iseries/v5r2/ic2924 /info/apis/qsy chktu.htm

Generate Profile Token From Profile Token (Qsy GenPrfTknFrom PrfTkn)
http://publib.boulder.ibm.com /iseries/var2/ic2924/info/apis/qsy genft.htm
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Get Profile Token Time Out (Qsy GetPrfTknTimeOut)
http://publib.boulder.ibm.com /iseries/var2/ic2924/info/apis/qsy getpt.htm

Invalidate Profile Token (Qsy InvalidatePrfTkn)
http://publib.boulder.ibm.com /iseries/var2/ic2924/info/apis/qgsyinvpt.htm

Remov e Profile Token (QSy Remov ePr{Tkn)
http://publib.boulder.ibm.com /iseries/v5r2/ic2924 /info/apis/gsyrptkn.htm

Display Long Text (QUILNGTX) http://publib.boulder.ibm.com /iseries/v5r2/ic2924 /info/apis/quilngtx.htm
The following function from the ILE C runtime library is demonstrated in this article:

system () -- Execute a Command
http://publib.boulder.ibm.com /iseries/v5r2/ic2924 /books/c415607107.htm #HDRSYSTEM

You can download the sample code for this article from
http://www2.systeminetwork.com /noderesources/code/clubtechcode/PrfTkn.zip

The above source code was written by Carsten Flensburg. For questions regarding this tip, contact Carsten at
mailto:flensburg@nov asol.dk
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